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Covid-19 tracking apps and the
behavioural battle between health and
privacy
European countries continue to roll out Covid-19 tracking apps. It's
argued that, if used effectively, they could slow down the spread of
the coronavirus. But how ready are we to share our data for the
benefit of public health? And how worried should we be about
privacy? The tradeoff might not be so rational

Screenshot of the
tracking application
StopCovid developed
by the French
government

Would you be willing to install a corona tracking app? 53% of German smartphone users over 16
reported they would, some 28 million people. Now, eight weeks after the launch of the Corona-
Warn-App, 16.6 million Germans have downloaded it, a lot less than the number who said they
would.  So what can explain the apparent gap between people’s intentions and behaviours?

What explains the gap between intentions and behaviours?

We see the same mismatch between intentions and actions when it comes to people’s

https://www.bundesregierung.de/breg-de/themen/corona-warn-app
https://www.bundesregierung.de/breg-de/themen/corona-warn-app
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privacy, both in the debate around Covid-19 apps and elsewhere. People generally consider their
privacy to be important and worth protecting. However, when the benefits of information
disclosure seem to outweigh the potential risks, many happily give up on our privacy concerns.
This is also called the “privacy paradox”: we say we care about our personal data, but if there is an
opportunity, we trade it for something that we think will benefit us.

We already share our location in return for navigation instructions, and let Spotify, for example,
create playlists recommended just for the user. The tradeoff between privacy concerns and the
benefits of sharing information is also a known phenomenon in the financial domain. We easily tell
our bank how much we earn and have in savings for the best mortgage advice, but are hesitant to
do so for simple money management tools. So what factors determine whether we also share our
data with these tracing apps in return for a slowdown of the coronavirus?

Before we look at the learnings from behavioural science and privacy dilemmas in other domains,
we need to understand how a Covid-19 app actually works. 

What data do we actually share?
Most of the coronavirus tracking apps being developed in Europe use Bluetooth to track and trace
people with whom an infected person has been in closed contact. In contrast to common belief,
and with the exception of Norway’s halted Smittestopp app, they do not track people’s location.
The German Corona-Warn-App, for example, exchanges anonymised and randomly generated
Bluetooth-ID numbers with nearby phones, a Bluetooth handshake if you will. Once a user reports
symptoms or a positive test, the app sends notifications to phones they have been near.

A Bluetooth handshake

Many of these Bluetooth apps, however, are built onto a joint system from Google and Apple that
allows the Bluetooth signals from Android and IOS to communicate with each other. If the app
were to be actively used by enough people, it could reduce the coronavirus’ reproduction number
from three (during outbreaks) to below one. Sounds promising, doesn’t it?

https://eclass.upatras.gr/modules/document/file.php/BMA549/%CE%95%CE%BD%CE%B4%CE%B5%CE%B9%CE%BA%CF%84%CE%B9%CE%BA%CE%AE%20%CE%B2%CE%B9%CE%B2%CE%BB%CE%B9%CE%BF%CE%B3%CF%81%CE%B1%CF%86%CE%AF%CE%B1%20%CE%B3%CE%B9%CE%B1%20%CF%84%CE%B7%CE%BD%20%CE%B5%CF%81%CE%B3%CE%B1%CF%83%CE%AF%CE%B1%20%CE%97%CE%BB%CE%B5%CE%BA%CF%84%CF%81%CE%BF%CE%BD%CE%B9%CE%BA%CF%8C%20%CE%95%CE%BC%CF%80%CF%8C%CF%81%CE%B9%CE%BF%20Influencers%20marketing%202020/Influencers%20bibliography/Privacy%20attitudes%20and%20privacy%20behaviour-%20A%20review%20of%20current%20research%20on%20the%20privacy%20paradox%20phenomenon.pdf
https://www.theguardian.com/world/2020/jun/15/norway-suspends-virus-tracing-app-due-to-privacy-concerns
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Germany's Corona-Warn-App

1 Engagement is key
For the apps to have an impact, people need to do more than just downloading it. Users need to
turn on Bluetooth and take their phones everywhere they go. At the same time, they have to give
consent for the exchange of data between their phones and those around them. Given that many
people in Europe and Germany in particular, are protective of their data, this step may already be
more challenging than it sounds. People also need to actively and honestly report coronavirus-
related symptoms or a positive test. And, perhaps most importantly, they must follow the
instructions from the app to go into quarantine.

2 To share or not to share
When we look at the barriers and motivations for people to share, or not, their data, we know that
at least three factors play an important role, regardless of the type of data concerned.

First, people need to trust the organisation that collects and monitors the data.1.
Second, the organisation collecting the data must be transparent about how the data is2.
being handled and used.
Third, people need to feel they are in control of their data in order to feel comfortable3.

https://www.ipsos.com/sites/default/files/ct/news/documents/2019-01/ipsos-wef_-_global_consumer_views_on_data_privacy_-_2019-01-25-final.pptx_lecture_seule_0.pdf
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disclosing personal information.

It is important for people to know whether their data is in safe hands, but also who benefits from
the information. Is it the companies with whom they have a primary relationship or third parties to
which data is being sold? Or are the people sharing the data the main beneficiaries, for example,
when receiving online healthcare advice based on reported symptoms?

Interestingly, the extent to which people understand how organisations handle their data is known
to depend on how strongly data privacy is regulated in a country. In Belgium and Germany, less
than 20% have a good comprehension of what companies do with their data, compared with more
than 45% in China. Attitudes towards data sharing thus also depend on regional differences.

3 A behavioural science view
Even if all of the above criteria have been met, people find it difficult to weigh the potential risks of
data sharing against the expected benefits for society. They are bound by cognitive limitations and
rely on heuristics instead.

For example, individuals have difficulty calculating how valuable their data is, and therefore also
the value of protecting it. Furthermore, people are subject to immediate gratification bias. This
means that they tend to value the present benefits of information disclosure more than the
potential privacy risks in the future.

On top of that, the sooner people experience the present benefits (today rather than tomorrow),
the more they perceive these benefits to be higher and risks to be lower. This is referred to as
benefit immediacy. In other words, the sooner the benefit, the more we perceive the risk of data
sharing to be worth it. Think of accepting cookies on a website; you can access the website
immediately afterwards. Since the benefits of data sharing via the Covid-19 app are only visible
after a while - when the spread of coronavirus slows down - the bias for immediate benefits could
be an additional barrier for people to start using the app.

Doing it for them
Clearly, there are many factors which influence whether coronavirus apps will be adopted and
whether we will give Bluetooth handshakes the benefit of the doubt. And with good reason, so long
as we know little about what type of data is being collected, by whom, and how our privacy is
protected.

The power of others

But if we are open to trying a new app, we may only need one more thing to change intentions
into behaviour: the power of others. While we are used to weighing privacy risks against the
benefits for ourselves (e.g., with financial apps), as far as coronavirus apps are concerned, the
benefits lie in the health of the people around us – friends, family, neighbours, and so on.
Emphasising the benefits for society, and the social norm to care about others could stimulate
people to start using the app. After all, if there is one example that shows individuals are prepared
to sacrifice a little bit of themselves for the health of others, let’s remember the global lockdowns

https://www.ipsos.com/sites/default/files/ct/news/documents/2019-01/ipsos-wef_-_global_consumer_views_on_data_privacy_-_2019-01-25-final.pptx_lecture_seule_0.pdf
https://www.ipsos.com/sites/default/files/ct/news/documents/2019-01/ipsos-wef_-_global_consumer_views_on_data_privacy_-_2019-01-25-final.pptx_lecture_seule_0.pdf
https://www.cmu.edu/dietrich/sds/docs/loewenstein/WhatPrivacyWorth.pdf
https://think.ing.com/articles/what-is-present-bias-the-consequences-of-instant-gratification/
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and hope we can prevent more in the future.
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